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NATE is actively collaborating with numerous organizations to establish a new trust mechanism known as
the TrustHarbor, which is designed to be the flexible enabling infrastructure that fosters broad adoption of
API-based technologies across all types of use cases. The TrustHarbor will be a registry of consumer
contralled apps (CCAs) that access consumer facing APls such as those required by the 2015 certified
EHR requirements. This will reduce the burden of registering apps to the APls offered by providers to
share health information with their patients.

Leamn More

The TrustHarbor can be described as being made up of four major components:

« A registration process for Consumer Controlled Apps

« A registration process for Endorsers

= A method for registered Endorsers to "apply" their endorsement to a registered app and
« A method for a relying party to verify that a given consumer app has an endorsement
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TrustHarbor will facilitate
trustworthy e¢xchange at the

provider’s APIs and validated
endorsers.

intersection of consumer apps,

* Endorsers register to
TrustHarbor

* Apply endorsements
in a verifiable way

Consumer

Consumer apps
register to
TrustHarbor
Venified endorsers
apply signed
software statements

Access TrustHarbor
via APIs to verify
endorsements
Enable dynamic
registration of
consumer apps that
meet crteria
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Consumer Controlled App Registration

Register as an App Owner

New appowner

Username:

First Name:

Last Name:

Email:

Phone:

Organization name:

Type of Account: | Application Developer *

Key management: |Manage my keys for me v

Minimal inclusion
criteria likely to

include signing a
legal agreement

Registered App Owner Registers App

Application

Company name:
Description:

Short description:
Client name:
Reputation:
Software id:
Client uri:

Logo uri:
Redirect uri:
Download wuri:

Date published: |january v |1 v|/2017 ~

Capture attributes about the app
required to support Oauth

Register as App Owner
Reqgister App
Manage Apps A feature that allows the App Owner to

manage multiple apps




Endorser Registration

Register as Endorser Registered App Owner Registers App
New endorser TypeOfEndorsement
First Nam;: Created by: |
LaSt_NamE: Name:

- e
Organization name: Description:
Type of Account: | Endorser M DescriptionURL:

Key management: |Manage my keys for me Logo uri:

=
Submit

Intention is to An endorser may ha\_/e more thar_1 one
support all types of endorsement; required to provide
endorsements: detailed description of the endorsement
inclusion criteria process that can be reviewed by
to be defined anyone — including consumer and
provider organizations




Endorsers can Apply their Endorsement to a Registered App

Apply Endorsement Rescind an Endorsement
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The endorser may chose to manage their own signing keys or the TrustHarbor
can store them in a key-safe on their behalf. An endorsement can only be
applied or rescinded by the endorser using their credentials.

The TrustHarbor publishes APIs that make the current status of any app s endorsements
discoverable in a computable way by a provider organization
before they make the decision to permit a transaction.
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The TrustHarbor Supports a Secondary Market of App Endorsers

(Y arebox

0000

Carebox

Care coordination, patient-centric clinical research, population health
management, payor and provider analytics, consumer engagement solutions,
mobile health platforms.... what these all have in common is a need for
access to patient clinical data out of reach in multiple EHRs, HIEs, Medicare,
WA, and countless other sources.

Mo, ) ) Details
» | Endorsed by: steve johnson , May 10, 2017 Type: Veri-Good

LOA 2

. NA;E Endorsed by: Aaron.Seib . May 11, 2017 Type: NATE

Consumer App Endorsement

Vision Tree Optimal Care

The VisionTree Optimal Care™ (WVTQC) v4.1 patient portal is Meaningful Use

certified as a Modular EHR and fully interoperable, providing a library of 200+

electronic patient reported outcomes assessments (ePROMS), disease-site

specific templates and cancer survivorship program to deliver an integrated,

paperless, coordinated care workflow and optimal patient engagement.
Details

. g Endorsed by: Schilinger_Group . January 01, 2017 Type: 5G#1
S

. NA;.E Endorsed by: Aaron.Seib . May 11, 2017 Type: NATE

Consumer App Endorsement

More than one endorser may provide endorsements related to a given Endorsement Type (such as
the identity proofing capabilities of a given app) and market forces would function to improve
their services and bring new endorser services demanded by the community to market
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Legal
Attestation
of Submitter

or

Endorsement

Blacklist

Enforcement

The TrustHarbor’s approach to Endorsing Apps (compared to a one-size fits all approach):

Allows apps to incrementally develop additional capacities as new use cases are demanded.
Allows a competitive market for multiple endorsers and new endorsements to emerge.

Allows endorsers to specialize in specific ‘domains’ reducing the impact of “generalization” on
the quality of endorsements.

Permits multi-dimensional expansion of functional space covered by endorsements — where
branching after a specific step allows parallel innovations to be brought to scale independently.
Supports modular utilization of services such as stepping up identity proofing based on the
requirements of the use case rather then requiring every app to be able to solve every problem
independently.

A May be extended locally to support local endorsement within system boundary of data holder.

o To Do o P>
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Ul that would allow consumer apps to
register with the TrustHarbor

TrustHarbor

Endorser_ID

Upon successfully registering, an app is
assigned a unique identifier

o Access Control only allows
[P registered endorsersto apply
@ their endorsement to

Ul that would allow an endorser to

register with the TrustHarbor

Upon successfully registering, an
endorser is assigned a unique identifier

TrustHarbor
App_ID

Ul that would allow a registered endorser
to select a registered app and apply their
unigque endorsement that only they
manage

|
|
|
|
|
|
l—‘
]
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The Table of Endorsements would be
— exposed via API and the systems of data
SRS IES holders would be able to computably
determine if a given app had sufficient
endorsements to permit a particular
transaction
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A Secondary Market of

Endorsers
Registered Apps

Endorsements
API to Type 1 | Type 2 | Type 3

Endorsements
applied

Consumer App 1 Endorser  Endorser

A Token B Token

Consumer App 2 Endorser  Endorser

B Token A Token
Registered Endorsers Consumer App 3 Endorser Endorser
A Token C Token

Consumer App 4 Endorser Endorser
el e B Token D Token
B B
Type-1 Type-2
Endorser
B Endorser
e




Trust Mechanism for API
Based Exchange

A TrustHarbor essentially enables:

A Relying parties to discover the endorsements
applied by recognized endorsers for a given app

A Consumer apps to seek endorsements from
competing endorsers

A Modularization of endorsements to fit the
requirements of a given transaction

A A “public” framework where bad actors (either
apps or endorsers) can be black listed across the
ecosystem



Benefits to Patients and
their Caregivers

A Maximizes Choice.Multiple apps register to the NATE
TrustHarbor. This gives patients a choice in where they
choose to manage their records and allows them to use the
one that best suits their needs, not the needs of their
provider.

A Supports Individual Preferences.Descriptive
endorsements of individual apps allow patients to find the
app that best serves their needs and feel confident that its
policies match their comfort level.

A Eases Data ConsolidationBecause all of the apps in the
NATE TrustHarbor utilize the same API requirements,
patients can choose one app to access their data from
multiple data holders.



Benefits to Consumer
Controlled Applications

A Leverages Existing Standards and Enables One to ManBecause all of
the apps in the NATE TrustHarbor utilize the same API requirements, one
app can access data from multiple data holders.

A Accelerates Innovation and Encourages DiversificatiorThe NATE
TrustHarbor allows multiple types of endorsements for a single app and
multiple levels of endorsement, supporting diversification of the offerings
you can bring to market. This creates a free market effect, allowing app
developers to seek out endorsements from competing organizations and
supporting concurrent development of capabilities to meet a variety of use
cases.

A Streamlines DiscoveryThe NATE TrustHarbor allows relying parties to
discover endorsements that meet local requirements, accelerating
connections between data holders and apps for all types of use cases and
modes of exchange.

A Improved Market Visibility. The NATE TrustHarbor makes app
endorsements publicly accessible, allowing patients and their caregivers to
easily identify apps that meet their needs. This brings new customers to the
app, instead of the app having to go find them.



Benefits to Endorsers

A Leverages ReputationNATE TrustHarbor endorsements
are only as good as the endorser that applies them. Apps
will pursue endorsements from endorsers that are respected
by relying parties over those that are self proclaimed or
deemed by edict.

A Prevents Repetition.Because the NATE TrustHarbor
aggregates a diverse menu of apps, consumers and
providers will be able to readily find endorsed apps
associated with your organization.

A Eases Affiliation. The NATE TrustHarbor registration
process makes it easy to create new endorsements and
revise existing endorsements, reducing the time to market
with new endorsement types.
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(Provider Organizations and Other

HIPAA Covered Entities)

A Leverages Existing Standards and Enables One to
Many. Because all of the apps in the NATE TrustHarbor
utilize the same API requirements, one data holder can
connect to multiple apps.

A Streamlines DiscoveryThe NATE TrustHarbor allows data
holders to easily discover whether a patient’s choice of app
meets local requirements, accelerating connections and data
exchange between data holders and patients.

A Support for Computable Policy Enforcement Points-
By verifying that a consumer app has the endorsement
claimed before making a disclosure, the provider
organization is able to make confident exchange decisions.

A Creates a Regulatory Shield.Making consumer facing
APls available to apps in the NATE TrustHarbor provides
evidence against accusations of “information blocking.”



Benefits to Policy Makers and
Regulatory Enforcement Organizations

A Establishes a Mechldailor $s® &L£iodilh g
Level. No longer do we have to try to force fit a one-size fits all approach.
The NATE TrustHarbor model allows us to manage requirements at a
granular level, appropriately matching the policy to a given set of
evaluation criteria. We won’t have to settle for setting policy at the highest
common denominator to satisfy all use cases — rather we will have the
fidelity to match the endorsement to the need.

A Maximizes Choice and Supports DiversityMultiple apps register to the
NATE TrustHarbor, providing choice for the consumer. Descriptive
endorsements of individual apps allow patients to find the app that best
serves their needs and feel confident that its policies match their comfort

level.

A Enables Measurement of Consumer AccesJ.he NATE TrustHarbor can
leverage utilization data to help identify which access types and methods
most resonate with consumers. The TrustHarbor provides a framework to
support measurement of the effectiveness of different policy decisions
made to enable a consumer’s access to their data in the real world.



