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Big Picture



Consumer Controlled App Registration

Register as an App Owner

Minimal inclusion 

criteria likely to 

include signing a 

legal agreement

Registered App Owner Registers App

Capture attributes about the app 

required to support Oauth

A feature that allows the App Owner to 

manage multiple apps



Endorser Registration

Register as Endorser

Intention is to 

support all types of 

endorsements; 

inclusion criteria 

to be defined

Registered App Owner Registers App

An endorser may have more than one 

endorsement; required to provide 

detailed description of the endorsement 

process that can be reviewed by 

anyone – including consumer and 

provider organizations



Endorsers can Apply their Endorsement to a Registered App

Apply Endorsement Rescind an Endorsement

The endorser may chose to manage their own signing keys or the TrustHarbor 

can store them in a key-safe on their behalf.  An endorsement can only be 

applied or rescinded by the endorser using their credentials.

The TrustHarbor publishes APIs that make the current status of any app’s endorsements 

discoverable in a computable way by a provider organization

before they make the decision to permit a transaction.



The TrustHarbor Supports a Secondary Market of App Endorsers

More than one endorser may provide endorsements related to a given Endorsement Type (such as 

the identity proofing capabilities of a given app) and market forces would function to improve 

their services and bring new endorser services demanded by the community to market
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The TrustHarbor’s approach to Endorsing Apps (compared to a one-size fits all approach):

Å Allows apps to incrementally develop additional capacities as new use cases are demanded.

Å Allows a competitive market for multiple endorsers and new endorsements to emerge.

Å Allows endorsers to specialize in specific ‘domains’ reducing the impact of “generalization” on 

the quality of endorsements.

Å Permits multi-dimensional expansion of functional space covered by endorsements – where 

branching after a specific step allows parallel innovations to be brought to scale independently.

Å Supports modular utilization of services such as stepping up identity proofing based on the 

requirements of the use case rather then requiring every app to be able to solve every problem 

independently.

Å May be extended locally to support local endorsement within system boundary of data holder.



TrustHarbor at 

a Glance

Repository of 
Endorsements

Access Control only allows 
registered endorsers to apply 

their endorsement to 
registered apps.
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UI that would allow consumer apps to 

register with the TrustHarbor

Upon successfully registering, an app is 

assigned a unique identifier 

UI that would allow an endorser to 

register with the TrustHarbor

Upon successfully registering, an 

endorser is assigned a unique identifier 

UI that would allow a registered endorser 

to select a registered app and apply their 

unique endorsement that only they 

manage

The Table of Endorsements would be 

exposed via API and the systems of data 

holders would be able to computably 

determine if a given app had sufficient 

endorsements to permit a particular 

transaction



A Secondary Market of 

Endorsers
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Trust Mechanism for API 

Based Exchange

ÅTrustHarbor essentially enables:

ÅRelying parties to discover the endorsements 
applied by recognized endorsers for a given app

ÅConsumer apps to seek endorsements from 
competing endorsers

ÅModularization of endorsements to fit the 
requirements of a given transaction

ÅA “public” framework where bad actors (either 
apps or endorsers) can be black listed across the 
ecosystem



Benefits to Patients and 

their Caregivers

ÅMaximizes Choice. Multiple apps register to the NATE 
TrustHarbor. This gives patients a choice in where they 
choose to manage their records and allows them to use the 
one that best suits their needs, not the needs of their 
provider.

ÅSupports Individual Preferences. Descriptive 
endorsements of individual apps allow patients to find the 
app that best serves their needs and feel confident that its 
policies match their comfort level.

ÅEases Data Consolidation. Because all of the apps in the 
NATE TrustHarbor utilize the same API requirements, 
patients can choose one app to access their data from 
multiple data holders.



Benefits to Consumer 

Controlled Applications

Å Leverages Existing Standards and Enables One to Many. Because all of 
the apps in the NATE TrustHarbor utilize the same API requirements, one 
app can access data from multiple data holders.

Å Accelerates Innovation and Encourages Diversification. The NATE 
TrustHarbor allows multiple types of endorsements for a single app and 
multiple levels of endorsement, supporting diversification of the offerings 
you can bring to market. This creates a free market effect, allowing app 
developers to seek out endorsements from competing organizations and 
supporting concurrent development of capabilities to meet a variety of use 
cases.

Å Streamlines Discovery.The NATE TrustHarbor allows relying parties to 
discover endorsements that meet local requirements, accelerating 
connections between data holders and apps for all types of use cases and 
modes of exchange. 

Å Improved Market Visibility. The NATE TrustHarbor makes app 
endorsements publicly accessible, allowing patients and their caregivers to 
easily identify apps that meet their needs. This brings new customers to the 
app, instead of the app having to go find them.



Benefits to Endorsers

ÅLeverages Reputation. NATE TrustHarbor endorsements 
are only as good as the endorser that applies them. Apps 
will pursue endorsements from endorsers that are respected 
by relying parties over those that are self proclaimed or 
deemed by edict.

ÅPrevents Repetition. Because the NATE TrustHarbor 
aggregates a diverse menu of apps, consumers and 
providers will be able to readily find endorsed apps 
associated with your organization.

ÅEases Affiliation. The NATE TrustHarbor registration 
process makes it easy to create new endorsements and 
revise existing endorsements, reducing the time to market 
with new endorsement types.  



Benefits to Data Holders 
(Provider Organizations and Other 

HIPAA Covered Entities)

ÅLeverages Existing Standards and Enables One to 
Many. Because all of the apps in the NATE TrustHarbor 
utilize the same API requirements, one data holder can 
connect to multiple apps. 

ÅStreamlines Discovery. The NATE TrustHarbor allows data 
holders to easily discover whether a patient’s choice of app 
meets local requirements, accelerating connections and data 
exchange between data holders and patients.

ÅSupport for Computable Policy Enforcement Points –
By verifying that a consumer app has the endorsement 
claimed before making a disclosure, the provider 
organization is able to make confident exchange decisions.

ÅCreates a Regulatory Shield.Making consumer facing 
APIs available to apps in the NATE TrustHarbor provides 
evidence against accusations of  “information blocking.” 



Benefits to Policy Makers and 

Regulatory Enforcement Organizations

Å Establishes a Mechanism to Codify ñSafe-Harborsò at the Use Case 
Level.  No longer do we have to try to force fit a one-size fits all approach.  
The NATE TrustHarbor model allows us to manage requirements at a 
granular level, appropriately matching the policy to a given set of 
evaluation criteria.  We won’t have to settle for setting policy at the highest
common denominator to satisfy all use cases – rather we will have the 
fidelity to match the endorsement to the need.

Å Maximizes Choice and Supports Diversity. Multiple apps register to the 
NATE TrustHarbor, providing choice for the consumer. Descriptive 
endorsements of individual apps allow patients to find the app that best 
serves their needs and feel confident that its policies match their comfort 
level.

Å Enables Measurement of Consumer Access.  The NATE TrustHarbor can 
leverage utilization data to help identify which access types and methods 
most resonate with consumers.  The TrustHarbor provides a framework to 
support measurement of the effectiveness of different policy decisions 
made to enable a consumer’s access to their data in the real world.


